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THE OC MISSION

Narrative Message (Overseas & Domestic)
Data Network
Headquarters Dissemination

Technical Support to Overseas and
Domestic Information Handling Systems

National Programs
Secure Voice

Unclassified Telephone

Local Utility Nets

Communications Security
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OVERSEAS NETWORK PROFILE

FIELD STATIONS

SATELLITE

HIGH FREQUENCY RADIO (STATE PRIMARY CARRIER AT 9)

(v
LEASED LINE

MAJOR BASE STATIONS

ALL HAVE SATELLITE/HIGH FREQUENCY RADIO/
LEASED LINE CAPABILITY

THREE OF THE FOUR HAVE COMPUTER SWITCHING SYSTEMS

SATELLITE RELAY FACILITY

FIELD STATIONS HAVE OFF-SITE EMERGENCY SECURE COMMUNICATIONS

OFF-SITE CRISIS VOICE REPORTING SYSTEMS

SECRET
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FOREIGN NETWORK

Locations Staffing
25X1 1 - Professional Communicator

2 - Professional Communicators
3 - Professional Communicators
4 or more Professional Communicators

Communications performed by other than
Professional Communicators (sl d i ioidde - oc

ol suo
Base Stations
DOMESTIC NETWORK
Locations Staffing
25X1 1 - Professional Communicator

2 - Professional Communicators
3 - Professional Communicators

Communications performed by other than
Professional Communicators

Base Station

Data Communications Center

S ECRE:T
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GENERAL OUTLINE OF SUPPORT INFRASTRUCTURE

scioo. 4 Gnebudie LS-76 Covnree

REPAIR AND RETURN

FIELD TECHNICAL TEAMS

FIELD WAREHOUSING
ENGINEERING APPLICATIONS

OPERATIONAL APPLICATIONS
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NETWORK SURVIVABILITY

THERE SHALL BE NO LOSS OF COMMO

1 — TRANSMISSION EQUIPMENT FAILURE (%\ |

2 — CRYPTO EQUIPMENT FAILURE -
3 =~ CRYPTO COMPROMISE
4 — BASE STATION FAILURES
NO ACCESS TO OFFICIAL FACILITY
— TRANSPORTABLE FACILITY
— OFF-SITE CAPABILITY
POWER FAILURE
ALTERNATE COMMO PATH FAILURES
— SATELLITE .
— ALTERNATE SATELLITE
— HIGH FREQUENCY
— ALTERNATE HIGH FREQUENCY

HUMAN FAILURE

OPERATOR TRAINING/EXERCISES

SECRET
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RECAPITALIZATION

CONSIDERATIONS

Customer Service Needs/All Source
Status of Current Network/Productivity
Applying Modern Technology

National Policy Needs - PD-53 & NSDD 55
CIA Responsibilities

Economic Considerations * . =Qadg
Network Profile Projections

Impact on Human & Physical Resources
Implementation & Deployment Plan

NETWORK MANAGEMENT OF
GROWTH/COMPATIBILITY

1
2
3
4
5
6
7
8
9

S ECRET
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INSTALL / MAINTAIN
INVENTORY

OBSOLESCENCE
i/

RECAPITALIZATION

EQUIPMENT LIFE CYCLE CONSIDERATIONS
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Recapitalization will provide:

Up to[:::]SKYLINK satellite communications terminals.

Upgraded high frequency, terminal, and cryptographic
equipment for|  [foreign field stations and 3 base
stations.

Off-site emergency communications capabilities at up
to|  |overseas locations and appropriate major relay
facilities. ' '

A Metropolitan Distribution System capable of supporting
growing Agency-wide information processing systems.

Modern message switching and network terminal systems
(Project MERCURY).

New message handling/dissemination systems..

Upgraded equipment for more than domestic field
installations.

[ |secure voice instruments.

* Necessary site preparation/renovations.

* Training, maintenance, and logistiecs support.

SECRET
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ACTIVITY

FY-83

FY:84

EV-85

FY-86

s

3]4

112

1.|2A[3A| 4j

1 ] 2 Irrs |'A4

1]2]'&;]4

HW.F. SYSTEMS PROCUREMENT @

SYSTEM:DELIVERY

SYSTEMS INSTALLATION

PIPEQINE (IN TRANSIT)

(DOLLARS- iN THOUSANDS)-

FY -84

FY -85

H.F. FIELD STATIONS
BASE W /O MINI - RELAY
BASE W/ MINI - RELAY

SUPPORT

$8,197

$8,628

1,790

TOTAL

ANARTDITNTNIRNY £ ¥
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TERMINAL SYSTEMS

FY-83 ry-84 FY- 3 . 1
ACTIVITY i i 1] FY-84 85 FY-86 FY-87 ~
1]2!3]41]2[3[41]213!4’11:]3J4 112!3!4
TERMINAL SYSTEMS g : = Is]
PROCUREMENT . ;

. SYSTEM-DELIVERY

SYSTEMS INSTALLATION

~PIPELINE (IN TRANSIT )

(DOLLARS IN THOUSANDS)

[aA)
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FY-83 FY -84 FY -85 FY - 86 FY -87 .

. MESSAGE PROCESSOR: $2,900 $1,862 $2,009 $2,026 $591
OPTICAL READER 2,013 1391 1.427 952 183
PAPER TAPE PROCESSOR 1.252 - 888’ 592 4
SUPPORT 442 782 850 425 221
TOTAL €616 4.900 5178 3995 1,100
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25X1

25X1

- SITE RENOVATION PROGRAM .

ACTIVITY

T RY-g3

FV-ad,

FY-igs

FY-1896

T v

-RY-.

[ Tzf=1x

'\1] 2] 3‘;1 .

-1"|z[:<x"|4,'"

‘SYSTEMS PROCUREMENT  PWR

Al/C

‘f

52

-1[2l3’]4'7

1] 2]sTa;

REENERE

" 45
SYSTEM INSTALLATION 40 - - '
{DOLLARS IN THOUSANDS)
FY -83 FY -84 FY -85 FY -86 FY -87
AIR CONDITIONING $407 $555 $592 $185 $370
POWER 1375 1875 2,000 625 1,250
1,215 1,755 2,700 2,700 1,350
SITE- EXPANSIONS 1,050 1,750 1050 1,050 1,750
NOB 886 - 886 836 1,480 1.480
BASE STATION FACILITIES 3.192 z27e 283 2zm 2497
|
TOTAL 8125 9,100 10,059 8.241 8.697
P i e N S T TS

AT e 22 SraTe e eI e i
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(' g , CONFIDENTIAL \‘
‘ RECAPITALIZATION BUDGEY SUMMARY E
| FY-83 FY-84
EQUIPMENT PROJECTIONS: I L z L
HF RADIO 10 38 46 38
I=INSTALLATION
MESSAGE TERMINALS 26 55 46 38 P =PROCUREMENT
FACILITIES 16(L)  40(S) 18(L) 52(8) S = SYSTEMS
. L = LOCATION

COST PROJECTIOMS:
(FY-82 Dallars in Thousands)

EQUIPMENT
MESSAGE TERMINALS
FACILITIES

TOTAL
MAINTENANCE
TRANSPORTATION

240 12,442

442 6,174

R = SITE:PREP/RENOVATION

993 11,057
782 4,118

4,459 (R) 4,641 (R)

3,981 (R) 4,144 (R)
4,663 22,760

3710

6,234 19,816
1,000
2,585

ecran
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7 Fcbruary 1983

HF Equipment

FAN 1040 48 PRS Equipment plus accessories
' FY-83 Budget . $10,474K ,
Previred racks, antennas, barry modenms , -,
not yet ordered. SUB TOTAL: $6,382K

Terminal Equipment

FAN 1060 TERP II A - 62 3,278
TERP II Accessories ’ 268
OCR's - 33 1,606
- 105 1,220
FPA 125§
FY-83 Budget $ 6,616K SUB TOTAL: $6,497K

Site Preparation and Renovation

FAN 1010 Survey Costs, S/E, A/C ' $1,630K
Generator
T & I Shop Franconia 200
Contractor Support
MEAR Teams
Installation Techs.
T &§ I Techs. 1,176

SUB TOTAL: $3,008

FY-83 Budget $8,025K
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METROPOLITAN DISTRIBUTION SYSTEM, MDS

DEFINITION: MDS ADDRESSES THE TRANSMISSION OF VOICE AND DATA
INFORMAT ION NITHINnx AMONG AGENCY FACILITIES & OTHER |
GOVERNMENT AGENCIES IN WASHINGTON METROPOLITAN AREA.

OBJECTIVE:  TO PROVIDE ESSENTIAL TRANSMISSION SERVICES REQUIRED
BY AGENCY'S INFORMATION PROCESSING SYSTEMS

APPROACH: ~ MODERNIZE, EXPAND & ENHANCE SERVICES AVAILABLE TODAY

USING EXISTING NETWORK ARCHITECTURE AND OFF-THE- SHELF
TECHNOLOGY.

COMPONENTS: ~ MICROWAVE RADIOS, MILLIMETER WAVE RADIOS, MULTIPLEXERS
CONCENTRATORS, SECURE WIRE GRIDS, COAXIAL & FIBER .}
OPTIC CABLES BUS SYSTEMS. G

I35

SECRET COM 11-82

]
(.’T
‘%’:
W&L&Mﬂ._m i e AtaaLs
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SECRET

FY-84 MDS PROGRAM

CONSTRUCT SECURE WIRE GRID FOR $ 600K
CONSTRUCT SECURE WIRE GRID FOR . LOoK
PROCURE TRANSMISSION MULTIPLEXERS (VOIiCE & DATA)

TO BEGIN REPLACEMENT OF EXISTING OBSOLETE EQUIPMENT -
(C0-1, & CY-104) booK

PROCURE INSTALLATION MATERIAL FOR MILLIMETER WAVE

RADIOS PURCHASED IN FY-83 ' 105K
ESTABLISH MAINTENANCE CONTRACTS (3) FOR TRANSMISSION
EQUIPMENT PURCHASED IN FY-83 185K

————————

$1735K

SECRET COM 11-82
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(' HSTS FUNDING PROFILE
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HSTS SECURE VOICE TELEPHONES

- INSTALLED BY END OF  FY-81
FY-82

- PLANNED TO BE INSTALLED BY END OF FY-83

FY-84 :

SECRET coM 11-82
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VUNF1IDENILTLIAL

DOMESTIC NETWORKS DIVISION

ONGOING RECAPITALIZATION AND TERMINAL EQUIPMENT REQUIREMENTS

FY-1984 BUDGETARY REQUIREMENTS

MISCELLANEOUS REPAIR AND RETURN
TERMINAL MAINTENANCE SUPPORT CONTRACT

RENOVATIONS, INSTALLATION MATERIALS
AND ANCILLARY EQUIPMENT

PROCUREMENT OF OPTICAL CHARACTER READERS

PROCUREMENT OF FACSIMILE UNITS FOR DDS&T
- NEW STATIONS

PROCUREMENT COMMUNICATIONS TERMINALS
TRACOR  OR
WANG

TOTAL

CONFIDENTIAL

12

27

92
46

at 55K
at 55K

at 16K
at 32K

M
A,

$ 20K
363K

298K
660K

1,350K

1,472K

$4,163K
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DOMESTIC TERMINAL PROGRAM

FACILITIES |
|
0 CLASS I FACILITIES (CRAFT ASSOCIATED):
25X1 UPGRADE: 23  NEW 15
‘ UPGRADE: 17 NEW -
TOTAL 40  NEW 15

CLASS II FACILITIES (NARRATIVE EXCHANGE) :

STAFF UPGRADE: 19 NEW -
. 50 NEW 15
25X1
UPGRADE: 9 NEW 34
CONTINGENCY: _~ NEW 6
TOTAL 78 NEW 55

CLASS III TERMINALS (METROPOLITAN FACILITIES):
TELECOM OPERATIONS
CENTER UPGRADE: 29
OUTBUILDINGS UPGRADE: 19
OTHER HQS AREAS UPGRADE: 3
TOTAL 51
CLASS IV FACSIMILE:

UPGRADE: 23  NEW 217

CONFINENTTAL
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DOMESTIC TERMINAL PROGRAM

THE NEED

MAINTENANCE:

FAILURES INCREASING
PARTS AVAILABILITY
TECHNICIAN TIME

AVAILABILITY:

NEW FACILITIES DELAYED
- SINGLE TERMINAL OPERATIONS

OPERATIONAL FEATURES:

DIFFICULT TO OPERATE
LABOR INTENSIVE

100 WPM (75BPS) LIMITED
NOT COMPATIBLE WITH CRAFT

OPERATIONAL PRIORITIES:

REDUCE DEMANDS FOR PROFESSIONAL
COMMUNICATORS

SUPPORT TO | | PROGRAMS

INCREASE RELIABILITY

CONFIDENTIAL
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TERMINAL SELECTION
TERMINAL PROCUREMENT
SITE SURVEY § PREPARATION
KG-84 DELIVERY
UPGRADE/NEW

TYPE I

TYPE II

TYPE III

FACSIMILE SELECTION
TYPE IV

FACSIMILE PROCUREMENT
FACSIMILE INSTALLATION
STU-II DELIVERY

FY8

IMPLEMENTATION PLAN

*BUDGETED AT $8K PER TERMINAL

3 84 85 6
__200% 92 48 20
(100)
77 156 555
12 24 19
5 30 30 35 33
79 10 12
27 48 45 40
| 40 40 40

CONFIDENTIAL
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SECRET

PROJECTS SUPPORTED IN
MESSAGE HANDLING SYSTEMS PROGRAM

® GSOFTWARE MAINTENANCE CONTRACT SUPPORT FOR
THE CABLE DISSEMINATION SYSTEM

® SOFTWARE SUPPORT FOR EXISTING COMPUTER BASED
MESSAGE HANDLING SYSTEMS, SUCH AS

e AUTOMATED FIELD TERMINAL
¢ UNATTENDED OPERATION TERMINAL
® OPTICAL CHARACTER READERS

o TERPIIA

25X1 & AUTOMATION OF THE FACILITY

® THE MESSAGE HANDLING FACILITY

SECRET

N—— i e
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MESSAGE HANDLING FACILITY

DESCRIPTION: A COMPUTER SYSTEM TO RECEIVE ALL
CABLES SENT TO CIA AND DISSEMINATE
THEM THROUGHOUT CIA HEADQUARTERS.

OBJECTIVE: REPLACE TWO OBSOLESCENT COMPUTERS
WHICH ARE NO LONGER COMMERCIALLY
SUPPORTED WITH AN INTEGRATED SYSTEM
EXPLOITING CURRENT TECHNOLOGY.

CUSTOMERS: ALL AGENCY WATCH COFFICES
: SAFE SYSTEM
ALLSTAR SYSTEM
PRINTING AND REPRODUCTION SYSTEMS
‘OUT’ BUILDINGS

APPROACH: AS A JOINT DEVELOPMENT WITH THE OFFICE
OF DATA PROCESSING, THIS PROJECT WILL
MAKE USE OF HARDWARE AND SOFTWARE
ACQUIRED SPECIFICALLY FOR THE PROJECT
AS WELL AS IN-PLACE AUTOMATED DATA
PROCESSING EQUIPMENT.

SECRET

SECRET S SRR

//\)
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RTINS T RRT T
USRI S
el

SECRET

N

SECRET .
) @,
MESSAGE HANDLING FACILITY
FY-84 BUDGET
HARDWARE
DISK DRIVES $1,000,000
TERMINALS 600,000
COMMUNICATION PROCESSORS 400,000
OTHER 632,000
2,632,000 $2,632,000
PERSONAL SERVICES CONTRACT 800,000
OTHER (SOFTWARE LICENSES, ETC.) 92,000
“’- ,
TOTAL: $3,524,000
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SATELLITE COMMUNICATIONS NETWORK

SATELLITE
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'T‘ -

&___J -

v Y DOVt
J . 7.25 - 7.75GHz

Ner.

it
79 - 2 4CHC

_ ENTRY
TERMINAL
54 METER
10 METER TERMINAL ——
TERMINALS FIELD |
’ TERMINALS
| S— - -
O . '
o\ sc»l /‘VD(AA’JHAI }8[M
F AT § ank ¢ o -
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zﬂrf . o SECRET
| | SKYLINK
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)
/ . SECRET

SKYLINK FY-84 BUDGET

$11, 274K

NSES YK, — CONTRACTE AL SERVICES

STAOTON INSTALLATION CONTRACTS

S225K o FQUIPMENT MODIFICATIONS

. SIOON  REMOTE CONTROL STUDY
NEGHR — 0 SCHNPIFIC AND ENGINEERING SUPPORT
SEO20K , SEUPPLIES AND MATERIALS
AUEANEN SPARE PAREPS FOR FIFLED AND ENTRY STATIONS

SO

TOOLS AND HARDWARE FOR SC 3 INSTALLATIONS
SIZT00K  FQUIPMENT
SIU3RN _NC 3 TERMINALS ( 9 ACH)

SEOTORN

SC-3 TRANSPORTABLE, TERMWINALS (2 EAGH)

SO CARRIER MEASEREMENT SYSTEM FOR OP AN

S352h RADOMES JTEST EQUIPMENT {0 EACHY
SUTN HHGH SPEFD MODE S (O SETS)

I Febriwary 1983

Q : SECRET
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‘e LEASE COSTS

& LINITED HF BANDWIDTH

Approved For Release 2008/03/06 : CIA-RDP85B01152R000801100002-8




e e e e s . .. Approved For Release 2008/03/06 : CIA-RDP85B01 152R000§Q1 100002-8
G T

ENVIRONMENT

© RAPID ADVANCES !N ELECTRONICS

® INCREASING USE GF DATA PROCESSING APPLICATIONS

® NEED FdR CENTRALIZATED CONTROL AND STORAGE

© INCREASINGLY COMPLEX ORGANIZATIONS AND GPERATIONS

© OLD, SINGLE PURPOSE, LIRITED CAPACITY EXISTING SYSTEMS
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SOLUTIONS

- SERVICES

- NARRATIVE MESSAGE
DATA MessacE
Burk Data
TRANSACT 1ONAL
INTERACTIVE
CONVERSAT 1ONAL

1

1

- PACKET SWITCH NETWORK
- END TO END ACCOUNTABILITY
- CONNECTIVITY
- ERROR CONTROL

- SYSTEM MANAGEMENT
- Network CoNTROL
- Service ConTROL
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EXPLANATION OF OVERALL OBJECTIVES
AND
COMPARISONS OF NETWORK:

PRESENT FUTURE
SINGLE PURPOSE . ‘ MULTIPURPOSE, MULTIUSER, MULTIFORMAT
DISTRIBUTED 7 CENTRALIZED WITH DISTRIBUTED BACKUP
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HERCURY SYSTEM COHTRACTOR RELATIQUSHIP
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MERCURY SupporT CONTRACTORS

25X 1 |
~ (OveraLL TecHMicAaL REVIEW
- SysTeEM ENGINEERING ASSISTANCE
25X 1 ‘
- SoFTWARE MANAGEMENT ASSISTANCE

25X1 ‘ ‘

- TEMPEST GuiDAMCE, ASSISTANCE, AND TESTING
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N

CONTRACT DETAILS

- ConTrRACT TyPe: CosT PLus AwarD FEE

- Base ContrACT (oOST:
Cost: $27,230,000
3% Fixep Fee: 813,000
10% AwARD FEE: 2,710,000

TOTAL: $30,753,000
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CONTRACT DETAILS, CONTINUED

25X 1 - SuBCONTRACT THROUGH FUNCTIONAL DESIGN:
Cost: $1,781,685
8.5% Fixep Fee: ___157.2%

TOTAL: $1,938,979

25X1 - ESTIMATED CONTRACT AFTER FUNCTIONAL DESIGN:
$6,500,000
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PROJECTED SCHEDULE

SCHEDULE
AcTIVITY . . MonTHs DaTE
- START oF Hork 0 Auc 81
*- APPROVAL OF [MPLEMENTATION ARCHITECTURE
DocumenT 15 Hov 82
*. ApPRoVAL OF FUNCTIONAL DeESIGN SPECIFICATION - 20 Arr 83
- CrRiTicaL DevaiLep Destcn Review, Buiip 1 22 Jun 83
- CriTicat DetarLep Deston Review, Duilp 6.
(LasT) 33 May 84
*_ ApprovaL OF ToTAL DeTaiLep Nesian Spec. 34 Jun 84
- First KSC, PSS, 3 NASs InsTaLLeD 41 JAN 85
- Acceptance Testing of NSC, PSS, MASs CompLeTE 46 Jun 85
- Seconp NSC INsTALLED, 7 NASs DeLiVERED 43 Auc 85
*~ FinaL SysTem AccePTance ComPLETE 51 Nov 85

*AwWARD FEE MILESTONES
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FMERCUPY DELIVERABLES

e
{
-

R Systen COHTRACT:

2 deTwork Service CENTERS
1 PACKET SWITCHING SYSTEM
3 HeTworK NccESS SYSTENS

OpTion Of PronucTiot QUANTITIES (PrRocURCMENT BesinniIne In FY 1986)
1 JeTtworx Sezvice Center (53,500,339
3 PackeT Switcding Systens (5111,339 eacn)
160 {eTwork Access Svstems ($92,500 AVERAGE COST EACH)

2= A

TOTAL PROJECTED PRODUCTION COST 15 $18,633,300
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